HNuadbopManinoHHasa NaMATKA AJIA 00yJaIOIUXCH
Ui pasMeneHusa Ha opunuaabHbIX THTEpHET-pecypcax

C KaXJIbIM I'OZJOM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCA 6OJ'II>IHe, d IIKOJIbHUKHW OJJHU N3
CaMbIX aKTHBHBIX II0JIb30BaTe el PyHeTa. Mem/:[y TeM, IIOMHMO OTPOMHOTI'O KOJIMYECTBA
BOBMO}I(HOCTeI;JI, HUHTEPHET HECET U l'IpO6.T[eMI>I. dTa mamsaTKa JAOJI2KHa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KommbroTepHbBIE BUPYCHI

KoMmmplOTepHBIF  BHpPYC - 95TO Pa3HOBHAHOCTb KOMIIBIOTEDHBIX  IIPOTPaMM,
OTJIMYUTETLHOU O0COOEHHOCTBIO KOTOPOU ABJISIETCA CIHOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHUPYCHI MOTYT IOBDPEIUTH WJIM IOJHOCTHIO YHUUTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATEN0, OT HMEHU KOTOpPOTO ObLIa
3allyllleHa 3apa)kée HHAas IpOTrpaMMa, a TaKKe IOBPEUTh WIH JaXKe YHUUYTOXKUTH
OTIEpAlIIOHHYI0 CHCTEMY CO BceMU (ailylaMu B I1[eJIOM. B OGOJIBIIUHCTBE CJIy4yaeB
PaCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTtozp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcosib3yil cOBpeMeHHbIE OllepalluOHHBbIE CUCTEMBI, UMEIOIIMe CEPbe 3HBIM YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. [TocrosiHHO ycTaHaBiuBai nmaytu (mUdpPOBBIE 3aIJIATKH, KOTOPbIE aBTOMATHUYECKH
yCTaHABJIMBAIOTCA C IEJIBI0 JOPAOTKH IPOTPAMMBI) M JAPYyTrHe OOHOBJIEHUS CBOEU
omnepanmuoHHOU cucTeMbl. CkauMBal UX TOJIBKO ¢ OPUIIMATIHFHOTO caiiTa pa3paboTumka
OC. Ecu cymiecTByeT peXUM aBTOMAaTHUECKOTO OOHOBJIEHM ST, BKJTFOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpe IO/ IPaBaMU I10JIb30BaTeJIfA, a He aJIMUHUCTPATOPa.
OTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEIOHOCHBIX ITPOrPAMM MHCTAJIMPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Victionb3y¥i aHTUBUPYCHBIE ITPOrPAaMMHBIE ITPOAYKTHI U3BECTHBIX ITPOU3BOTUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NYECKUU JOCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;

6. Vcriosip3yli BHeIIHUE HOCUTeIU NHOpMAaILNH, Takue Kak (Jientka, JUCcK win dhaii us
WHTEPHETA, TOJbKO 13 PO epeHHBIX NCTOYHUKOB;

7. He oTKpBIBail KOMIbIOTEPHBIE (PAMIbI, TTOJyIEHHBIE U3 HEHAJEe KHBIX MCTOUHUKOB.
Haxke Te ailyipl, KOTOpble NHpHCIAJ TBONH 3HAKOMBIUA. Jlydlle yTOUHU y Hero,
OTIIPABJISJI JIX OH TeOe HX.

Cetu WI-FI

Wi-Fi - 5T0 He BUJI Ilepefiauyl JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/1, Mapka. Eie
B 1991 TOJy HHJEpPJaHICKAass KOMIIaHHUsA 3aperucrpupoBaia OpeHn «WECA», uto
oboszHauaso cimoBocodyeranue «Wireless Fidelity», koropslii mnepeBomuTcs Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamiero BpeMeHH JoILIa Jipyras ab0peBuarypa, KOTOpas SBJISIETCS TaKOH Ke
TexHoJsioruei. dto abopeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JJaHO C HAMEKOM Ha



CTaH/ZIAPT BBICIIUI 3ByKoBOUW TexHWKU Hi-Fi, 4To B mepeBojie O3HAYaeT «BBICOKAS
TOYHOCTB».

Jla, OecILIaTHBIA MHTEPHET-IOCTYH B Kade, OTEJISIX M a3pOINOPTaxX SABJISETCS OTJIUMYHOU
BO3MOXXHOCTBI0 BBIXOZJa B wuHTepHeT. Ho MHOrmMe BJKCHepTbl CYUTAKT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBeTbl 110 O€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He nepenaBaii cBow JUuHYI0 HHGOpPMAIUIO Yyepe3 obiemocTymabie Wi-Fi cern.
Paboras B HUX, JKeJlaTeJIbHO HE BBOJIUTD ITAPOJIU JOCTYIIA, JIOTUHBI ¥ KaKWe-TO HOMEpPa;

2. Ucnosnp3yit 1 0OHOBJIAN aHTUBUPYCHBIE TPOTPAMMBI U Opanamayep. Tem caMbiM
THI 00e30TmacuIlb ce0s OT 3aKaYKU BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonws3oBanuu Wi-Fi otkioun dynHkiuio «O0mui goctyn k daiiaM u
npuHTepamM». JlaHHasg QYHKOHA 3aKpbiTa II0 yYMOJIYAaHUIO, OJIHAKO HEKOTOPbIE
MI0JIb30BATEIN aKTUBUPYIOT €e JIJIs yA00CTBA UCIIOJIb30BaHUA B paboTe miu yuebe;

4. He ucnionp3yii mybsmunsiii WI-FI 14 niepeiauu IMYHBIX JAaHHBIX, HAIPUMED I
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. Nnonp3yit TospKko 3amuienHoe coequHenue yepe3 HTTPS, a ue HTTP, T1.e. npu
Habope Beb-aspeca BBOAW UMeHHO «https://»;

6. B wmo6uwipHOM TenedoHe oTwioun ¢GyHknuio «Iloaxsmouenne k  Wi-Fi
aBTOMaTHUUYecKU». He /OIMycKail aBTOMAaTHYECKOTO MOAKIIOUEHHS YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero corsiacusi.

ConuajibHbIE CETH

CormuasibHbIE CETH aKTUBHO BXO/IST B HAIITy YKU3Hb, MHOTHE JIIOJIX PAOOTAIOT U YKUBYT TaM
IMOCTOsIHHO, a B Facebook yske 3aperucrpupoBaH MUILIHAD] YEJIOBEK, UTO SIBJISAETCS
OJIHOI ceIbMOI BCEX KHUTeJIeH IIaHeTbl. MHOTHe II0JIb30BaTeJM HEe MOHHMAIOT, YTO
uHpopManus, pa3MellleHHass UMH B COIMAIbHBIX CETAX, MOXKET OBITh HalJleHA WU
HCIIOJIb30BaHa KEM YTOTHO, B TOM YHCJIe He 00sA3aTeIbHO ¢ 0JIariMu HaMePEHHUSMH.

OcCHOBHBIE COBETHI 110 0€30IaCHOCTH B COIINAJIBHBIX CETAX:

1. Orpanuub COUCOK Jipy3el. Y TeOsA B APY3bsIX HE JOKHO OBITh CIyYaMHBIX U
HE3HAKOMBIX JIIOJEH;
2. 3amuinai cBOI0 YacTHYIO Ku3Hb. He yka3bpiBall maposiu, TesedoHbl, ajipeca, JaTy

TBOEro POXAEHHUA W APYIYyIO JIMYHYIO I/IH(I)OpMaI_[I/IIO. SHOYMBIH_UIGHHI/IKI/I MOTIYT
HCIIOJIB30BAaTh Jake I/IHCbOpMaLII/IIO O TOM, KaK Tbl WM TBOH POAHUTEIN IIJIAHHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3amuInan cBO PEmyTaIuio - ePKU ee B YUCTOTE U 3a7]aBail cebe BOMPOC: XOTeT
OBI ThI, YTOOBI APYTHE MOJIH30BATEN BUAEIN, YTO ThI 3arpy»kaeinsb? IToaymaii, nmpexzie
YeM UTO-TO OIIy0JIMKOBaTh, HAIIMCATh U 3aTPy3HUTh;

4. Ecsiit T TOBOPUIIIB C JTIIOBMU, KOTOPBIX HE 3HAEIIh, HE UCII0JIb3YH CBOE peaIbHOe
HUMs U JPYTYIO JUUHYI0 HHPOpMaALU: UM, MECTO KUTEIbCTBA, MECTO yUeObI U IIpoyee;



5. Nsberati pasmemenus ¢ororpaduii B VHTepHeTe, T/e Thl HU300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanmuu B COIUAJIIBHOU CETH HEOOXOAUMO HCIIOJIb30BATh CJIOXKHBIE
[1apoJIy, cocToAIMe u3 OyKB U IUQP U ¢ KOJIMUeCTBOM 3HAKOB He MeHee §;

7. JIJis1 conmMayibHOU CETH, TOYThI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIB30BaTh
pasHble maposu. Torma eciau Tebs B3JIOMAlOT, TO 3JI0YMBIILIEHHUKU IIOJIydaT JOCTYII
TOJIBKO K OTHOMY MECTY, a He BO BCe Cpasy.

DJIeKTPOHHBIE JEeHbI'U

ONeKTPOHHbIE IEHbI'H — 3TO OYE€Hb YAOOHBIN CIIOco0 IyiaTexel, OAHAKO CYIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT HMOJIYYUTh 3TH JEHBTH.

SJ'IGKTpOHHbIe AC€HbI' IIOABHUJIMCH COBCEM HEAABHO M MMEHHO H3-3a 3TOI'O BO MHOTHX
TOCyaAapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAaX.

B Poccuu xe oHU (QYHKIIMOHUPYIOT U O HUX YK€ IIPOIHMCAHO B 3aKOHE, I7I€ UX Pa3Ie/IAI0T
Ha HECKOJIbKO BHJIOB - aHOHMMHBIE ¥ HE aHOHUMHBIe. PazHuIla B TOM, UYTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspeliaercsa IPOBOAUTL olepanuu 06e3 uAeHTU(GUKAINN
MMOJIb30BATENIA, A B HEAHOHHMMHBIX HW/EHTU(MUKAIUA T[I0JIb30BaTEsd  SIBJISETCS
00s13aTeJIbHOM.

Takoke cenyeT pas3jauyarh 3JIeKTPOHHBIE (DUATHBIE EHBIU (PaBHBI TOCYZApCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HeUaTHbIE AeHbIU (He paBHBI FOCYZIapCTBEHHBIM BAJIIOTAM).
OCcHOBHBIE COBETHI 110 OE30ITaCHON PaboTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. ITpuBsiku K cueTy MOOWJIBHBIN TesedoH. DTO caMblil YAOOHBINA U OBICTPBIN CIIOCOD

BOCCTAHOBHUTD JIOCTYII K cueTy. [IpuBs3aHHBIN TeteOH ITOMOKET, eCITH 3a0y/IeITh CBOM
IIaTEXXKHBIN apoJIb WU 3al/Ielllb HA CAaUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcniore3yit omHOpa3oBble maposiu. [locse mepexosa Ha yCUJIEHHYIO aBTOPU3AIUIO Tehe
y>Ke He Oy/IeT yIpoXKaTh OIMMACHOCTh KPaXKH WJIHM IIEPEeXBAaTa IJIATEXKHOTO MapoJIs;

3. Beibepu cioxHBI Taposb. IlpecTtymHukam OyzieT He TPOCTO YTaJlaTh CJIOMKHBIHN
naposib. Hazexxaple maposi — 3To mapoJid, KOTOpble co/iep:KaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B ce0s1 CTPOYHBIE U MPONUCHBIE OYKBBI, IHU(MPHI U HECKOJIHKO CHMBOJIOB,
TaKue KaK 3HaK JIoJu1apa, pyHTa, BOCKJINIIATEIbHBIN 3HaK U T.I1. Hannpumep, StROng!;;

4. He BBO/IY cBOM JIMYHBIE JJaHHBIE HA CAalTaX, KOTOPHIM He JJOBEPSIEIIIb.
DJIeKTPOHHAA IIOHTA

OJIeKTPOHHAS MT0YTA — STO TEXHOJIOTHSA U MPEJIOCTABIIsIEMbIE €10 YCJIYTH 10 TIePeCchUIKe 1
MIOJIyYeHUIO0 3JIEKTPOHHBIX COOOIIEHUM, KOTOpble pacupeesisioTcs B KOMIIbIOTEPHON
cetu. OOBIYHO BJIEKTPOHHBIM IIOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOIMAM 00Opa3oMm:
HUMsI_TI0JIb30BaTEIIsI@UMS_JIoMeHa. Takke Kpome Iepeiadul MPOCTOTO TEKCTa, UMEETCS
BO3MOXKHOCTbH Iepe/IaBaTh pauIbl.

OcCHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:



1. Hano BbIOpaTh MpaBUJIBHBIN MOYTOBBIM cepBHC. B MHTepHeTe ecTh OTPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle IOBEPATH TEM, KOT'O 3HAEIIb U
KTO TIEPBBIN B PEUTUHTE;

2. He ykaspiBail B JUYHON MouTe JUYHYy0 uHpopMaruo. Hampumep, sydiie
BBIOpATh « My3bIKaJIbHBIN__(aHAT@» WIN «POK2013» BMeCTO «TeMal3»;

3. Hcrosib3yil IBYXATAIHYI0 aBTOPU3AIUI0. JTO KOI/a IIOMUMO IIapoJjis HYKHO
BBOJIUTH KOJI, IIPUChLIaeMbIl 110 SMS;

4. Bo10epu c10KHBIN Maposb. [/ KaKA0TO ITOYTOBOTO SAITUKA JIOJIKEH OBITh CBOU
Ha/IEeXKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsint ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MOXKHOCTb;
6. Vcronp3yil HECKOJIBKO MOYTOBBIX SAIUKOB. [1epBBIil 1 YacTHOMN IEePEenucKu ¢

aZipecaTaMu, KOTOPBIM ThI I0BepselIb. ITO 3JIeKTPOHHBIN aJipec He Ha/l0 UCII0JIb30BaTh
IIpU perucrpanuu Ha GopyMax U cauTax;

7. He oTkpsiBail daiinibl U Apyrue BJOKeHU B MUChbMaX Jlake eC/Id OHU MPUIILIUA OT
TBOUX Apy3ei. JIyuliie yTOUYHH y HUX, OTIIPABJISIIN JIU OHU Tebe 5TU aiiiibl;

8. [Tocsie okoHUaHUs pabOTHI HA ITOYTOBOM CEPBUCE Iepe] 3aKPHITUEM BKJIAJKH C
caToM He 3a0y/Ib HAXKATh HA « BBIUTH».

KubepOy IHHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/UTMHT — TpecyiefiIoBaHHE COOOIIEHUSAMU, COJIEPKAIIUMU OCKOpPOJIEHHUs,
arpeccuio, 3allyruBaHHe; XYJIUTAaHCTBO; COIMAJIbHOE OOWKOTHPOBAHHE C ITOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He 6pocatics B 60#. JIyuiuii cioco0: MOCOBETOBATHCSA KaK ce0s1 BECTH U, €CJTH HET TOTO,
K KOMYy MOKHO OOpaTHUThCS, TO BHaUYaJie YCIOKOUThCA. Ecii ThI HAUHEIIbh OTBEYATh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHUsI, TO TOJIBKO ellle O0JIbIIe pa30KIKellb KOH(MJINKT;

2. YrpasJisai cBoel KubeppelyTaruen;

3. AHOHUMHOCTh B CETH MHHMasl. CYIJ_IECTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHHUMHBIM aKKAayHTOM;

4. He cTouT BecTn XyJINTAHCKUHA 00pa3 BUPTYyaIbHOH KU3HU. VIHTEpHET DUKCHUPYeT Bce
TBOU JIEUCTBUSA U COXPAHAET UX. YJAJIUTh UX OyZeT KpaiiHe 3aTPyHUTEIIBHO;

5. Cobsroati CBOM BUPTYAJIBHYIO YECTh CMOJIOJTY;

6. UrHopupyli eHUIHBIN HeraTUB. OJTHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUA JIyUIIIe
urHopupoBaTh. OOBIYHO arpeccusi IpeKpallaeTcs Ha HaYaJIbHOHU CTaiuy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B COITUATBHBIX
CETAX €CTh BO3MOKHOCTh OJIOKUPOBKH OTHPABKUA COOOIIEHUN C OIpeIeIeHHbBIX

aZIpecoB;



8.Ectm  ThI cBuzaeTenb KubOepOysutuHTa. TBOM  AEHCTBHA: BBICTYIIUTH IPOTUB
Ipecje/oBaTesisA, I0OKa3aTh €My, YTO €ro JIeHMCTBUsS OIIEHWBAIOTCS HEraTUBHO,
MO/A/IEPKATh KEPTBY, KOTOPOU Hy)KHA IICUXOJIOTUUECKass TMOMOIIb, COOOIIUTH
B3POCJIBIM O (paKTe arpeCCUBHOTO MTOBE/IEHUS B CETH.

MoOwibHBIH TesledhOoH

CoBpemenHble cMapT¢GOHBI M IUIAHIIETHI COZEpPKaT B cebe BIIOJIHE B3POCIBIN
(yHKIIMOHAJ, U TeTIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITBIOTEPAMM.
OnmHako, CpeACTB 3aIUTHI JIJIA IMOIO0OHBIX YCTPOHCTB MOKAa OUYeHb Masio. TecTupoBaHue U
TIOUCK YS3BUMOCTEN B HUX IIPOUCXO/IUT HE TaK MHTEHCUBHO, Kak /A IIK, To ke camoe
KacaeTcss U MOOWJIBHBIX IPUJIOKEHU .

CoBpeMeHHbIe MOOHIbHBIE Opay3ephl y:Ke MPaKTUUEeCKHU JI0THAIA HACTOJIbHbBIE aHAJIOTH,
OTHAKO paciiupeHre (pyHKIIHOHAIA BJeYeT 32 OO0 OOJIBIIYIO CJIOKHOCTh M MEHBIITYIO
3aIUAIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTEIM BBIILYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTUUECKIE
YA3BUMOCTH J|JISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /15 6€30MacCHOCTH MOOMJIBHOTO TeyiepoHa:

1. Huuero He siBjsieTcs Mo-HaCTOsAIeMy OecriaTHBIM. By/ib OCTOpOXKeH, BeJlb KOT/ia Tebe
IIpe/yIaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIATHBIE

YCITyTH;

2. lymaii, mpexjie ueM oTipaBuTh SMS, ¢doTo min Buaeo. Thl TOUHO 3HAEIID, I/IE OHU
OyAyT B KOHEYHOM HTOTE?

3. Heo6xo/1uM0 0OHOBJIATH ONlEpAllIOHHYIO CUCTEMY TBOETo cMapTdoHa;
4. Vicnoyb3yt aHTUBUPYCHBIE IPOTPAMMBI /IJIsI MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy»xaif npusio:keHusl OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATD
BPEZIOHOCHOE MMPOTPaMMHOe 0becrieueHue;

6. ITocsie Toro Kak ThI BRIWJIEIIH C CAalTa, I7le BBOAWJI JUYHYI0 HHDOPMAIUIO, 3al/IU B
HaCTPOUKHU Opaysepa H ymaiu cookies;

7. HepI/IOIII/I‘-IECKI/I HpOBepHﬁ KaKHe IiaTHbI€ YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8./laBaii cBoil HOMEepP MOOMJIBHOTO TesiehOHA TOJIBKO JIFOAAM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBepsielllb;

9. Bluetooth moskeH OBITH BBIKJIIOUEH, KOTJIa ThI UM He HoJib3yellibcs. He 3a0bIBaii
HMHOT/[A IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAWH-UTPBl - 3TO KpacodyHble, 3aXBaThIBAIOIIHE pa3BJIeUeHNs],
00beINHAIONINE COTHH THICAY YeJIOBEK 10 BceMy MUDPY. VITPOKH MccaeAyIoT JaHHBIA UM
MHp, OOIIAIOTCA APYT C APYTOM, BBIMOJHSIOT 33/IaHUS, CPAXKAIOTCSI C MOHCTpAMHU U
MOJIyYalOT OMBIT. 3a Y/IOBOJILCTBHE OHU IUJIATAT: MOKYIMAIOT [JUCK, OIUIAYMBAIOT
abOHEMEHT WX MIPUOOPEeTAI0T KaKUe-TO OMIIU Y.



Bce sTu cpexcrBa uAYT Ha IOJJep:KaHUMe U pa3BUTHE MIPHI, a TakKe Ha camy
6€e30I1aCHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCA HOBBIE ATYU
(mmudpoBble 3aIIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B I'IO]_IO6HBIX HUIrpax CTOUT OIlaCcaTbCA HE CTOJIBKO CBOHUX COII€EPHUKOB, CKOJIBKO KpaxKu
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpHU3allA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 O€30I1aCHOCTH TBOETO HUT'POBOT'O aKKayHTa:

1. Ecytm pyro# urpok BezeT cebs IJI0X0 MK CO37aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CITMCKE UTPOKOB;

2. [Toxkanyiics agMUHHCTPaATOpaM WIPhl Ha IUIOXO€ IIOBEJIEHHE HTOr0 WIPOKAa,
JKeJIaTesJIbHO MPUJIOXKUTH KaKHe-TO I0Ka3aTeIbCTBA B BU/IE CKPUHOB;

He ykaspIBali TUUHYI0 HHQOPMAaNHIO B Ipodaiiyie Urphl;

3.
4. YBakall IpyTUX yYaCTHUKOB II0 UTPE;

5. He ycranaBnuBail HeoduIipaabHble IATYN U MOJBI;
6.

Vcnosb3yl cyI0>KHBIE U pa3Hble IapoJiy;

7. laxke BO BpeMs WIPbl HE CTOUT OTKJIIOYATh aHTUBHUpYC. [loka Thl urpaems, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUINUHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHON Kpaked JeHer U JIOKyMEHTOB CETOJHS y»Ke HUKOTO He Y/AWBUIIb, HO C
pa3BUTHEM HUHTEPHET-TEXHOJIOTUIN 3JI0YMBIIJIEHHUKU IepeMeCTUWINCh B UHTEPHET, U
IIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yTpo3a: UHTEPHET-MOIIIEHHUYECTBA WK (DUIITUHT, TJIAaBHAS IIeJTh
KOTOPOTO COCTOUT B IIOJIyY€HHU KOH(MPUAEHIHMATbHBIX JAaHHBIX IOJb30BaTENEd —
JIOTHHOB U napoJieii. Ha anrmiickom sa3bike phishing untaercsa kak ¢ummar (ot fishing
— pbIOHas J10BJIs, password — 1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM

1. Ciemu 3a cBowM akkayHTOM. Ecyim Thl mOmoO3peBaenib, YTO TBOS aHKeTa ObLIA
B3JIOMaHa, TO HEOOXO/IMMO 3a0JIOKMPOBATH €€ U COOOITUTD 3/IMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Mcnosb3yii 6e3omacHble BeO-CalThl, B TOM UHCJIE, THTEPHET-Mara3nHOB U IMTOHUCKOBBIX
CHCTEM;

3. Hcnonp3yii ciiokHBbIE U pa3Hble Maposu. Takum obpas3oM, ecyiu TeOsA B3JI0MAIOT, TO
3JI0YMBIIIJIEHHUKY TOJIy4aT JOCTYH TOJIBKO K OJJHOMY TBOeMY IPOdUIII0 B CeTH, a He
KO BCEM;

4. Ecytu Te0s1 B3s1IOMasu, TO HEOOXOUMO IIPEIYIIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nmo0aByieHbl y T€OS B APY3bAX, O TOM, UTO TeDOsl B3JIOMAJI M, BO3MOKHO, OT TBOETO
UMeHU OyZleT pacchlIaThCs ClaM M CChUTKHM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBu HazieKHBINA maposib (PIN) Ha MOOWIBbHBIN TesieoH;



6. OTKJIIOYM COXpaHEHUeE MapoJisi B Opay3epe;

7. He oTkpbIBail (paiiyibl U APyTHe BJIOKEHHSA B IMHUChMax JakKe €I OHU IPUIILUIH OT
TBOUX Jipy3el. JIydlle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl.

[udposasa penyranusa

[MudpoBas pemnyTainus - 3T0 HETATUBHAsA WIN MO3UTHUBHAs HHGOpPMAIUsA B ceTH O Tebe.
Komnpomerupyomasa uadopmanus pas3MellieHHas B HWHTEPHETE MOXKET CepPhe3HBIM
00pa3oM OTpasuThcs Ha TBOEH peasbHOU ku3HH. «I{udpoBas pemyranusa» - 3T0 TBOU
UMUK, KOTOPBIU (popmMupyeTtcs u3 nHopManuu o Tebe B HHTEPHETE.

TBOe MecTO KUTeIbCTBA, yueObl, TBOe (pHAHCOBOE MOJI0XKEHNE, 0cOOEHHOCTH XapaKTepa
Y pacckasbl 0 OJIM3KHUX - BCe 3TO HaKaIllJINBaeTcs B CETH.

MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IMyOJIUKAIIUY TUYHOU WHOPMAIUH B
VIHTepHeTe, He TIOHUMast BOBMOKHBIX IOCIEACTBUI. ThI 1ajke He CMOJKEIIb I0TaaThCs O
TOM, 4TO (poTorpadusi, pa3MellleHHas 5 JIeT Ha3aJ, cTaja MPUYUHON OTKa3a MPHUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasMelneHre TBoux ¢ororpaduii U Jpyrue JeHCTBUA MOTYT He
HCYE3HYTh JIa’Ke IOCJIe TOTO, KaK Thl UX y/aJIUIb. Thl He 3HAellb, KTO COXPAHUJI 3Ty
“H(GOPMAIIHIO, ITOITaJIa JIU OHA B IOMCKOBBIE CUCTEMBI M COXPAaHUJIACH JIU OHA, a [JIaBHOE:
YTO MOAYMAIOT O Tebe OKpYyKalollee JIIOAM, KOTOpble HAaWAyT W YBHAAT 3To. Haith
WHOOpPMAINIO0 MHOTO JIET CIIyCTs CMOJKET JII000H - KaK U3 J0OPBIX MOOYK/IEHUH, TaK U C
HaMepeHUeM MPUYUHUTH BPeJl. ITO MOXKET ObITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3aIlIUTE ITU(PPOBON pemyTaluu:

1. [Tomymaii, mpekJie 4eM YTO-TO IyOJIUKOBATh U MepeiaBaTh y ceds B OJyiore WiIn B
COITMAJIBHOHU CETH;

2. B Hactpoiikax npodusis ycTaHOBU OTpaHUYEHUSA Ha IPOCMOTP TBOETO Ipouiisa u
€ro COIEP>KMUMOTO, CJleJIail er0 TOJIBKO «JIJIS py3€ei»;

3. He pasmemaii m He ykasplBal HWH(POPMAIUIO, KOTOpPAas MOMKET KOTO-JIH00
OCKOPOJIATH WJIU OOMKATh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJIPHUKU- AKTHUBHBIE II0JIb30BATENIM IU(PPOBOrO IPOCTPAHCTBA.
OJTHaKO JTAJIEKO He BCe 3HAIOT, UTO MOJIb30BAHHE MHOTUMU BO3MOXKHOCTSIMHU IU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPAaB HA UHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaIbHAsA COOCTBEHHOCTh» OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEUECKOTO0 yMa, HAuWHAsg C HOBBIX M300peTeHHuU U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA MPOJYKTHl W YCJIYTH , M 3aKaHYWBas KHUTaMU, ¢oTorpadpusmu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BENEHUSIMU.

ABTOpCKHE TIpaBa - 5TO MpaBa Ha UHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTDH HAa ITPOU3BEIEHUS
HAyKH, JIUTEPATypbl U UCKyCcCTBA. ABTOpPCKHE IpaBa BBICTYNAIOT B KauecTBe TapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUH TPY, aBTOPa He OyAeT HAaIpacHbIM, JJaCT €My
CIIpaBe/JIUBbIE BO3MOJKHOCTU 3apaboTaTh HAa pe3ysbTaTaX CBOEro TPyZa, IMOJIYIUTH
HU3BECTHOCTH U NpusdHaHue. HukTo 6e3 pa3peleHus aBTOpa HE MOKET BOCIIPOU3BOAUTD
ero IpousBefileHHe, PpacIpOCTPaHATh, IyOJIUYHO JI€MOHCTPUPOBATh, IIPOJIABaTh,



HMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IyOJIMYHO HUCIOJHATH, IOKa3bIBaTh/UCIIOJHATH B
a¢upe win pazmemarTs B VIHTEpHETE.

Hcnonp30Banue «IIMPATCKOTO» IIPOTPaMMHOIO obecrieyeHUsT MOXKET IIPUBECTH K
MHOTHM pPHCKaM: OT IIOTE€PpH AAaHHBIX K TBOHMM AaKKAyHTaM 1O 6JIOKI/IpOBKI/I TBOETO
YCTpOﬁCTBa, rae YCTaHOBHeHHbIﬁ HeE JiIeraJIbHaAd IIporpaMmMa. He crout Takxe Sa6bIBaTb,
YTO CYILIECTBYET JIETaJIbHbIE OecIIaTHbIE IIporpaMmbl, KOTOPbI€ MOXKHO HAKWTH B CETU.

O noptase

CereBUUYOK.pd - TBOH IJVIABHBIM COBETYHMK B CETHU. 3J/IECh THI MOJKEIIb y3HATh O
0e30IIaCHOCT B CETH IOHATHBIM M JIOCTYITHBIM SI3BIKOM, a NPHU BO3HHUKHOBEHUU
KPUTHUYECKON CUTYalluu 0OPAaTUTHCA 32 COBETOM. A TaKKe IIPUHSATD yYacTHe B KOHKypcax
U CTaTh CaMbIM ITUDPOBHIM I'PAKAAHUHOM !



